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Legal Disclaimer

Please note that these playbooks are provided only as examples and are for reference purposes only.
In many instances, your existing procedures may suffice. Prior to implementing or adopting these
sample playbooks, ConnectWise strongly encourages any organization to consult with its legal
counsel, accounting, financial and/or human resource professionals. By doing so, this will assist your
organization in developing policies and procedures that reflect its organizational philosophy and that
are appropriate to their specific circumstances and consistent with applicable federal, state, and local
laws.

These are provided as a free resource and “as is” without warranty of any kind. ConnectWise makes
no legal representation concerning the adequacy of these playbooks or its compliance with federal,
state, or local laws.

Never use sample policies and procedures that you find online as-is, as any policy you adopt needs
to reflect the actual practices in your company. They must also be in compliance with all applicable
laws and regulations, and there can be significant differences in state and local compliance
requirements. You should always consult with a licensed attorney with experience specific to
employment law prior to finalizing policies and procedures, whether they are individual documents
or combined to form an employee handbook or procedures manual.
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Introduction
Welcome to the IT Nation SECURE MSP+ Book 1: Fundamentals.

The MSP Community spoke, and we listened! IT Nation Secure has developed this book to help
organizations standardize on a baseline set of security controls and practices. The book is a
how-to for implementing these controls and practices, with each section building upon the last
to culminate a solid foundational security program with measurements. Please note that this is a
set of generic guidelines. Your organization may already have some, part, or all of these
guidelines already implemented throughout your organization. Additionally, some of these
programs may already be enhanced, either through your own hard work or compliance-related
activities due to client requirements. We encourage you to read through the book to ensure you
meet the baseline standard in all areas of Yellow before moving toward the Green or Blue. Use
your best judgement and when in doubt or if you need assistance, please reach out to the team.
Our goal with this Yellow book is to allow organizations to enhance and add the additional
controls and practices needed to achieve MSP+ Certification, and then move toward SECURE
MSP+ Accreditation.

Each section in this book contains a high-level program or set of security features. The sections
contain elements on specific topics, practices, and controls with general guidance and
information needed to help establish the fundamentals and framework to grow and mature a
culture of security across your MSP organization. The IT Nation Secure team has developed the
MSP+ Framework with influence from many popular standards of controls such as NIST, CIS,
Cyber Essentials, and Essential Eight.

What is the IT Nation SECURE MSP+ Cybersecurity Framework?

The IT Nation SECURE MSP+ Cybersecurity Framework is a cybersecurity certification program
for the MSP community. Based upon best practices and providing a journey of growth from
baseline security elements to that of a repeatable and adaptive program, the MSP+
Cybersecurity Framework is designed as a resource to assess and enhance the cybersecurity
posture and services provided by MSPs to their clients. The SECURE MSP+ Accreditation serves
as a verification and validation process for MSPs to ensure suitable levels of cybersecurity
procedures are in place, as well as the relevant cyber hygiene to protect their own systems,
services, and data in addition to that of their clients.

How does this fit with our Security Journey?

The IT Nation MSP+ Cybersecurity Framework provides a roadmap for the security journey an
organization needs to undertake in order to build an active, long-term, sustainable culture
around cybersecurity. The SECURE MSP+ phased approach outlines and provides guidance for
the growth and maturation of a cybersecurity program across the business and services of an
MSP organization.

IT Nation SECURE MSP+ Playbook
Book 1: Fundamentals v.2020.F1.1.2
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The IT Nation SECURE MSP+ Cybersecurity Framework outlines the progress for cybersecurity
maturity and growth. Many MSP organizations know they need to improve their security posture
and program, but do not necessarily know how to make those improvements or where to even
begin. The MSP+ Cybersecurity Framework grew out of the demand for easy-to-follow
assistance in identifying and managing cyber risk for the MSP to mature its business and
services.

The color-coded guides from IT Nation SECURE MSP+ are inspired by the publication of the U.S.
Government'’s "Rainbow Series” of color-coded books for evaluating “Trusted Computer
Systems.” If stacked together, the Rainbow Series of books would be six feet tall. Much like the
creators of the Rainbow Series, IT Nation felt that having a color code would aid the MSP
community with the adoption of the MSP+ Cybersecurity Framework. Fortunately, with digital
technology, the MSP+ Cybersecurity Framework will not harm too many trees with its
publication. Following is a breakdown of the colorized playbooks for the MSP+ Cybersecurity
Framework:

Yellow Book provides the baseline or Fundamentals of SECURE MSP+ cybersecurity concepts for
the foundation upon which to construct a mature and adaptive program across an MSP
business, and services offered to clients. The Yellow Book presents the essential cybersecurity
guidance to MSPs on how to implement a secure IT infrastructure to help reduce risk and
vulnerabilities within the services provided to their clients.

Green Book offers informed guidance for expanding into the next elements of the MSP+
Cybersecurity Framework. The Green Book focuses upon the security journey for overall
improvement and how to get better at monitoring and managing risk across the MSP
operations and services. By taking this next step in the MSP+ Cybersecurity Framework, an MSP
can better understand the effectiveness of their existing cybersecurity risk management efforts
and work to identify any improvement opportunities within the context of their whole
organization. Certification may be accomplished through a cybersecurity self-assessment against
the MSP+ Cybersecurity Framework.

Blue Book outlines the plan for SECURE MSP+ Certification in addition to providing the
guidance to attain the next maturity level of the security journey of the MSP organization. The
Blue Book also offers relevant guidance to develop a formal system of metrics and measurement
when defining a risk and security program across the MSP organization. Additionally, the Blue
Book defines the requirements for SECURE MSP+ Certification that involves an assessment by an
independent third-party (IT Nation) as a due diligence activity to validate a level of assurance
with the overall security of the MSP operations and services.

IT Nation SECURE MSP+ Playbook
Book 1: Fundamentals v.2020.F1.1.2
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What does it mean to be “SECURE MSP+ Certified” by IT Nation?

There are two types of certifications MSPs can achieve through the SECURE MSP+ program. The
first is to self-attest all the requirements and objectives have been completed and receive an
MSP+ Certification. This means the MSP can simply take an assessment and sign off that the
organization has attained all the requirements and objectives set forth by the SECURE MSP+
governing body, IT Nation Secure. This is covered within the MSP+ Green Book certification.
After completing all these objectives, your organization will have implemented all the necessary
security controls, policies, and processes to best protect your organization and your SMB clients
from a cybersecurity incident.

The second certification is the SECURE MSP+ Certified Partner based on the MSP+ Blue Book.
This certification builds upon the Green Book by adding a few additional controls and producing
evidence to support your self-attestation. The self-assessment and evidence will be reviewed by
the governing body, IT Nation Secure staff, to ensure all items meet the standard set forth in the
Blue Book. Once accepted, you will be granted access to the elite membership logo to use and
promote your business.

Mirrored after the Cyber Essentials certification, the following outlines the path to certification
for both MSP+ and SECURE MSP:

1. Decide which SECURE MSP+ Certification level you wish to certify towards.

2. Review the requirements for the certification and if for SECURE MSP, collect the
evidence.

3. Ensure all the security controls outlined in the requirements for the certification have

been implemented.

Submit your self-assessment questionnaire or update it if for SECURE MSP+.

If achieving a SECURE MSP+ Certification, upload all the required evidence for review.

Review and resolve any discrepancies outlined.

Resubmit the evidence for the discrepancies noted, if any.

Final review and certification issuance, assuming a positive outcome of the review.

© N o v oA
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Governance Program

Governance may be one of the drier subjects in Security, but it is also one of the most
important. New technologies, data growth, and increasing cyber threats create challenges for
organizations looking to set frameworks, strategies, and policies for keeping all that information
secure. Governance aims to set strategic measures to protect an organization’s information,
which can be comprised of highly sensitive data and information.

The IT Governance Institute defines Information Security Governance as “a subset of enterprise

governance that provides strategic direction, ensures that objectives are achieved, manages risk
appropriately, uses organizational resources responsibly, and monitors the success or failure of

the enterprise security program.”

Basically, Information Security Governance requires the assigning of roles and responsibilities,
creating organizational structure, and defined measurements, all developed strategically with
guidance from the board of directors and/or executive leadership.

Information Security Governance is often confused with IT Management. IT Management is
primarily concerned with making tactical decisions to mitigate and prevent security risks.
Governance focuses on the strategic, not the tactical. It is not the implementation of the policy;
it is the oversight and creation of the program.

While security should be a concern for all employees, ultimately, leadership is responsible for
establishing and maintaining a framework for Information Security Governance. Whether it is the
board of directors, executive management, or an advisory committee — or all of these —
Information Security Governance requires strategic planning and decision making.

Start with Policies
As part of your Governance Program, Information Security Policies will help establish the
program and security within your organization.

Creating effective information security policies (ISPs) and ensuring compliance are critical in
preventing security incidents. Policies are important for new and established organizations
because they provide clear guidance and direction on how businesses, employees, contractors,
and third parties conduct themselves while using information systems.

Information security policies aim to enact protections and limit the distribution of data to only
those with authorized access. Organizations create ISPs to:

e Establish a general approach to information security.

e Detect and minimize the impact of compromised information assets such as misuse of
data, networks, mobile devices, computers, and applications.

e Protect the reputation of the organization.

e Comply with legal and regulatory requirements like NIST, GDPR, HIPAA, and FERPA.

e Protect their customer's data.

IT Nation SECURE MSP+ Playbook
Book 1: Fundamentals v.2020.F1.1.2
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e Provide effective mechanisms to respond to complaints and queries related to real or
perceived cybersecurity risks such as phishing, malware, and ransomware.
e Limit access to key information technology assets to those who have an acceptable use.

An information security policy can be as broad as you want it to be. It can cover IT security
and/or physical security, as well as social media usage, life cycle management, and security
training.

The following nine Information Security Policies should form the foundation of your program. As
you mature your program and move through the certification process, other policies will be
added to your program.

Acceptable Use Policy
The Acceptable Use of Information Technology Resources Policy establishes the minimum
standards for the acceptable use of your Information Technology resources.

Anti-Virus and Malware Policy

All applicable systems must be configured with Information Security Committee approved anti-
virus software. The software must be configured to scan for viruses in real-time and end-users
must not be able to configure or disable the software.

Data Access and Password Policy

This policy establishes security and business requirements for controlling and authorizing access
to Company information assets. Access to these assets should maintain adherence to the
principle of “Least-Privilege,” ensuring that appropriate access is provided to accomplish the
tasks of the business and excessive privileges should be avoided and deemed a risk to the
organization.

Data Back-up Policy

Your Company must define and implement a comprehensive strategy for cyclical backup of data
and programs. The strategy and implementation approach must be documented as part of the
Back-up and Restoration Standard and comply with the Data Retention Policy.

Facility Security Policy
Access to your facilities must be controlled and approved by the appropriate level of
management.

Perimeter Security and Administration Policy

This policy establishes the standards for administrative controls and baseline configuration for
perimeter security controls including, but not limited to, firewalls, routers, and endpoint
protection, whether managed by employees or by third parties.

System Configuration Policy
System infrastructure, including servers and other related devices, must be properly configured
to prevent unauthorized access.

IT Nation SECURE MSP+ Playbook
Book 1: Fundamentals v.2020.F1.1.2
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Telecommuting / Remote Work Policy

Telecommuting or remote working is an arrangement in which the participant performs their
Company work at the participant’s home or approved location for a specified period. The policy
is intended to create flexible work conditions for the participant that will also help the
organization accomplish its services more effectively. Successful work-at-home arrangements
serve the needs of both participants and your company.

Vulnerability Identification and System Updates Policy

From a security perspective, software updates and security patches are released by the vendor
to mitigate known flaws and vulnerabilities within their software. A Vulnerability Identification
and System Updates Policy should contain standards for the identification, remediation, and
prevention of system vulnerabilities to be established to protect the network, systems, and data
of the MSP organization. This policy may include the timelines for patching applications,
operating systems, and firmware.

Best Practices for implementing an Information Security Governance Program include:

Take a Holistic Approach

Before implementing any part of the program, it is important to understand how your
organization views the impact of security on your organization. In other words, does your
organization understand what data needs to be protected, where the risks to that data reside,
what policies are in place, and which teams are responsible for carrying out these policies?

As you start to build out your program, you will need to get buy-in and input from all
stakeholders including sales, marketing, IT, operations, and legal departments. They will each
have different concerns and challenges, as well as skills and expertise.

This holistic approach ensures that leadership, the creators of the program, achieve more levels
of control and visibility in the program.

Develop Awareness and Training throughout the Organization

Continuous adherence to security governance requires education, awareness, and training for
everyone involved. Setting up an Information Security Governance Program and then not
following through can bring negative results to the program. These negative results can lead to
a misunderstanding of the policies, roles and responsibilities, and even security vulnerabilities.

Security is not just a concern for IT. It is everyone’s responsibility.

Frequent company-wide communications including newsletters, lunch and learns, and education
on best practices keep security in the minds of all employees. Although developed by the Board
of Directors and/or Executives, Information Security Governance is the responsibility of
everyone. Governance creates the policies and assigns responsibility, but each member of the
organization is responsible for following the security standards.

IT Nation SECURE MSP+ Playbook
Book 1: Fundamentals v.2020.F1.1.2
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Awareness Training and Education around security best practices must become a continuous
process in your organization.

Monitor and Measure

Metrics are tools designed to improve performance and accountability through the collection,
analysis, and reporting of relevant performance-related data. Information security metrics
monitor the accomplishment of goals by quantifying the implementation level of security
controls. The efficiency of the controls is quantified by analyzing the adequacy of security
activities and identifying possible improvement actions.

Constant assessing and measuring are needed to have a successful Information Security
Governance Program.

What you need to know:

e What teams or individuals are not following the security policies?
e What policies are working?

e What policies are not working?

e Are the number of security incidents increasing or decreasing?

Measuring the performance on your efforts makes sure your objectives are being achieved and
resources are managed appropriately.

This topic is so important we have a whole chapter on Security Metrics and their measurements.

Establish Open Communication Among All Stakeholders

It is crucial that all stakeholders communicate directly with their leadership. Working in silos risks
obfuscating important communication as it relates to security governance. Make certain
everyone knows how to communicate directly with leadership if needed.

If a security incident occurs, do employees at every level of the organization feel comfortable
letting leadership know? Or will they attempt to cover up and shield top executives from any
negative news?

Open communication that starts at the top and reaches all the way down into the organization
promotes trust while improving visibility. To enhance engagement and participation, consider
creating a steering committee with key executives and representatives from your different
teams. Regular meetings of this committee will help ensure ongoing adherence to security
policies. It also helps in the education and training of the organization as new policies are
created and implemented.

Be Agile and Adaptable

As we discussed at the beginning of this section, technologies, data growth, and increasing
cyber threats are rapidly evolving and can impact your business. Your Information Security
Governance Program must be agile and adaptable to these changes. Monitor and measure your

IT Nation SECURE MSP+ Playbook
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program to see what is and is not working to help you understand what may need to change. If
something is not working, do not be afraid to communicate and make changes.

The continuous assessment process monitors the initial security posture of your Information
Security Governance Program to track the changes to the information system, analyzes the
security impact of those changes, makes appropriate adjustments to the security controls and to
the system’s security plan, and reports the security status of the system to the Board of Directors
and Executives.

To put it briefly, building a successful Information Security Governance Program does not
happen overnight. Governance, just like Security, is a journey of learning, revising, and adapting
to your environment. Emerging technologies and cyber threats will continue to be a part of our
business. Strategic Information Security Governance must be at the forefront of our operations
to prevent scrambling after a breach occurs. Your goal should be to deliver information security
to reduce adverse impacts and risks to acceptable levels. Incidents and threats will occur, but
with a measurable and adaptable Information Security Governance plan in place, your
organization'’s security posture will be much stronger and able to protect your valuable
information.

IT Nation SECURE MSP+ Playbook
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Privacy Program

Privacy is becoming a crucial area of focus for organizations of all sizes, and privacy topics are
constantly in the news. It is critical to know your organization’s business, people, and data
before you can build your privacy program. You must lay the foundation, merge any existing
and new pieces into one program, and then lead the way on all things privacy. Where do you
start? What are the priorities? How do you introduce privacy concepts? You need a plan.

Privacy Program: Business, People & Data

Before building the privacy program, take time to get to know the business by becoming
familiar with the products or services you offer. Understand who your customers are. Then,
looking to privacy, what do the senior leaders see as most important? Additionally, are there any
current policies or practices in place? If so, you have something to build on, but if not, now is
the time to start building your Privacy Program.

Pulling existing privacy concepts together or building the privacy foundation anew not only
establishes your program, but also helps your colleagues get a cohesive picture of privacy and
its importance to the organization.

We are going to start building our Privacy Program by focusing on what we can do internally to
the organization. The first key initiatives we are going to focus on are creating an Internal
Privacy Policy, establishing a protocol for Data Retention, and educating your employees on the
Privacy Program.

Internal Privacy Policy

Often, an internal policy can function like an introduction to privacy for employees. The policy
can address a variety of topics specific to the way you want privacy to function in your
organization. You may want to lay out what types of data the organization controls, the proper
procedures for handling the various types of data, any security protocols relevant to privacy, or
other privacy procedures that make sense for your company.

The difference between an Internal Privacy Policy and a Privacy Statement is that the Internal
Privacy Policy is intended for internal use (policy formation and informing employees). The
Privacy Statement is used for external purposes, like informing customers and suppliers.

We need to take care of privacy issues, as we have personal information about our employees
and customers, not to mention confidential information about our company.

Your company'’s Internal Privacy Policy should cover areas such as:

e Employee records: personal information, medical history, etc.

e Email and Internet usage guidelines

e Handling client/customer information

e Internal systems and access: permission, responsibilities, access to files, etc.

IT Nation SECURE MSP+ Playbook
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e Mobile devices: company phones, laptops, and other devices and their disposal
e Established laws and regulations
e Consequences for violating the policy

It seems like a lot to cover, and it is, but these are all important topics that require significant
consideration to get started.

When creating your Internal Privacy Policy, be specific, and do not leave room for your
employees to interpret your intent. If you think you must spell it out for them, do so. There are a
lot of great resources out there to provide examples of privacy policies, including the
ConnectWise University:

Here are a few questions you should ask when developing your policy:

e Do all employees follow strict password and virus protection procedures?

e Are employees required to change passwords often, using foolproof methods?

e Is encryption used to protect sensitive information (a particularly important measure
when transmitting personally identifiable information over the Internet)?

e Do you have staff specifically assigned to data security?

e Do staff members participate in regular training programs to keep abreast of technical
and legal issues?

e Have you developed security guidelines for laptops and other portable computing
devices when transported off-site?

e Do you have procedures to prevent former employees from gaining access to computers
and paper files?

e Are sensitive files segregated in secure areas/computer systems and available only to
qualified persons?

When creating this policy, it is also important that it states how to report a suspected or known
security incident. Whether it is an accidental sending of an email to the wrong contact or
clicking on a suspicious link in an email, every incident needs to be reported. The policy should
include a list of email addresses, phone numbers, or other contact information so employees
know how to report a security incident.

Protocol for Data Retention

If your company does not have a policy on data retention, it is time to design a plan which
addresses the types of data you control and how long your company will retain that data. Not
only can this reduce the risk and impact of a data breach, but it will also cut data storage costs.

This project can take some time but talking to the data storage team/administrator and other
stakeholders about how much data you have and how far back it dates is a good place to

start. Digging into the details on how long you need the various types of data will likely require
decisions from senior leaders. This project can encompass various company-specific decisions
but designing a data deletion policy is a worthwhile effort.

Table of IT Nation SECURE MSP+ Playbook
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Local, state, federal and international policies, rules, statutes, and laws, as well as industry-
imposed regulations specify the types of data that businesses must retain, and these bodies set
the length of time that specific types of data must be retained and maintained.

Two good reasons to develop a Data Retention Policy, for both electronic and hard copy files,
are to remove outdated and duplicate data and to create and save more storage space.

Following are some steps to consider when developing a Data Retention Policy:

¢ Create a Team
It should include accounting, legal, finance, and department managers. Data deletion
needs to be looked at from different angles. While the term for a financial document
may be met, there may be a legal hold on the document which would require an
exception to the deletion of that document. All parties must think through exceptions
when creating this policy.

e Review Contracts and Agreements
Contracts and agreements with your customers and vendors should be reviewed for
consistent Terms and Conditions regarding the storage of data.

e Determine all applicable regulations
Several regulatory bodies which have specific data retention and deletion periods
include the IRS, HIPAA, and GDPR. Knowing which regulations, the organization must
adhere to will shape your Data Retention Policy.

¢ Define the data to be included
Documents, emails, contracts, employee and customer records, invoices, and financial
reports are just a few.

e Write your Data Retention Policy
Once you understand what happens to old data that you can remove or archive, it is time
to formally write the policy. There are a lot of great resources out there to provide
examples of data retention policies, including the ConnectWise University:

e Ensure Awareness of the Policy
You never want to leave your vital organizational data to chance at any level, so provide
employees with a copy of your data retention policy, once completed.

Data Retention Policies are key in managing and protecting your company’s data to avoid any
civil, criminal, or financial penalties which sometimes result from poor data management.

Employee Training on Privacy Policies

The purpose of policy is to create repeatable, reliable processes which do not require senior
management oversight to keep your company secure. Now that you have an Internal Privacy
Policy and a Data Retention Policy, you still need to train the staff to make sure they understand
the content and can implement and track the procedures.

IT Nation SECURE MSP+ Playbook
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If the policies are designed using a step-by-step explanation that anyone can follow, it is easy to
train your staff. With good documentation, any employee should be able to pick up a policy and
understand its intent.

Provide hands-on training for the staff and walk them through the policies the first time. Do not
just hand them out to your staff to read. The training process itself will highlight any weak areas
in the written documentation. The staff also can contribute to the documentation by identifying
gaps or areas that need clarification.

An important aspect of policy training is version control. Policies evolve with the needs of the
company. The challenge is consolidating the changes in one place where they can be kept
current and accessible. Too often, policies are amended to accommodate changes such as a new
vendor or new regulation. Those policy changes may be noted by an individual within the
department, but they seldom make their way back up the chain of command to be assessed and
included in the master copies of the policy. If the keeper of that policy should be out sick or
leave the company, the policies which were in their charge no longer work because they were
not properly documented.

To help manage policies and provide the high-level oversight that the executive team needs to
ensure compliance, use simple tools to keep the staff on task and provide a means to track their
progress in reviewing and implementing policies. Simple checklists and reporting protocols will
verify the staff is up to date on the latest policies.

Effective policy training is largely a matter of explain, refine, and repeat. As part of your training,
be sure to create the feedback mechanisms necessary to capture any refinements or necessary
changes. Be sure to amend your master documentation with the feedback so the policies are
always current.

Other great ways to accomplish awareness of your privacy program include:

e Post information security and privacy messages within logon banners such as timecard
logins, expense reporting, or other applications. These should be changed weekly or
monthly.

e Hold a privacy poster contest.

e Host demonstrations of security and privacy applications used by your company.

e Pick a privacy or security policy and publicize it each month, highlighting why the policy
is needed.

e Publicize recent security incidents and how they could have been avoided.

e Recognize an employee each month as being outstanding for their privacy practices.

e Post privacy posters in the break room or common areas. There are great sites out there
that provide these materials.

You get the idea. Get everyone involved so they are always thinking about privacy and security.
Starting and maturing your Privacy Program is a crucial step in keeping your company and your
customer’s data safe and secure.
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Security Program

This Yellow Book provides the baseline of IT Nation SECURE MSP+ cybersecurity concepts for
the foundation upon which to construct a mature and adaptive security program across an MSP
business and client services. The Yellow Book is designed to present the essential cybersecurity
guidance to an MSP on how to invest and implement a secure IT infrastructure with essential
cybersecurity to help reduce risk and vulnerabilities within the MSP business operations and
within the services provided to their clients.

The content of the IT Nation SECURE MSP+ Fundamentals Playbook (Yellow Book) should serve
as a guide for an MSP organization to implement essential MSP security fundamentals as part of
an overall security program. With the number of small to medium businesses that outsource
their IT operations and services to the partner MSP community, it is important to establish a
baseline of cybersecurity and compliance practices that address the unique risks, threats, and
attacks accompanying the shared services model provided by MSPs. With the one-to-many
model of an MSP serving its clients, a single cybersecurity compromise within the MSP
environment could easily flow downstream into the connected systems of their clients. An MSP
that secures their own IT systems, business operations, and workforce personnel practices will be
in @ much better position to protect their own clients from additionally falling victim to the same
cybersecurity incident.

The overall Security Program consists of several interrelated programs, some of which may
overlap within this guide. The main topic for the Yellow Book is to help outline and define how
an MSP security program interacts and intersects with these initiatives while also providing a
stronger cybersecurity stance for the MSP clients. With the framework of standards, protectives
technologies, business practice, and user education adopted as part of an initial program, the
foundation to grow and mature the cybersecurity culture of the MSP organization will naturally
develop — with a small bit of work.

The problematic initiative with establishing a security program within an MSP is that the
organization must consider a multitude of factors, and as such, the individual elements of the
security plan may be different for each MSP. However, the goal of the IT Nation SECURE MSP+
program is to help an MSP organization determine a baseline of controls appropriate for specific
circumstances surrounding the business and customer needs.

Most MSP organizations could be classified as a small or medium business employing less than
500 people that make up their workforce personnel. As a small and mid-size businesses (SMB),
many MSPs have not fully invested themselves in the practical application of an overarching
security program. This could be due to the problem that plagues many organizations — lack of
resources, lack of IT knowledge, and lack of budget.
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An MSP organization must assess and decide what elements of their IT systems and digital
assets fall within the scope to apply baseline security controls. By identifying and documenting
the computers, servers, network devices, mobile devices, information systems, applications,
services, cloud applications, and third-party service providers that are required to conduct
business and support customers, an MSP can then determine its value to the organization and
work to secure it accordingly.

As part of determining the value of the IT system or
digital asset, an MSP organization should assess the
level of damage related to a compromise within the
aspects of confidentiality, integrity, and availability of
the IT systems and the data assets. Often cited as the
CIA Triad, the concepts of confidentiality, integrity, and
availability are the guiding principles that many
organizations use in order to tailor their compliance
programs.

Availability

e Confidentiality is achieved by preventing or limiting
the disclosure of information to unauthorized individuals or entities. Confidentiality of
data may be addressed through physical or logical access controls, user identity and
access management, and the use of encryption.

e Integrity can be achieved by ensuring the accuracy and completeness of the data or
systems that provide services. At a minimum, integrity checking monitors for the
modification or deletion of files. Additionally, there are a variety of software tools and
utilities available for integrity checking that compare hashed values and/or generate log
entries upon the modification or deletion of files.

e Availability is the concept that ensures the reliable access to data and services is there
when it is needed. Implementing high availability systems throughout your security
architecture is one way to safeguard availability of data and services. High availability
systems are intended to be fault tolerant and designed to prevent disruptions from
power outages, hardware failures and denial-of-service attacks.

The IT Nation strongly recommends that MSP partner organizations consider ALL their IT
systems and assets — whether company owned, outsourced, contracted, or otherwise used as
part of the business operations — within the scope for recommended security baseline controls.

After documenting its collection of IT systems and digital assets, the MSP organization should
look to identify and document its business and information security risks. A systematic risk
assessment should be conducted to recognize any potential threats and vulnerabilities your

IT Nation SECURE MSP+ Playbook
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organization may have, in order to develop a security plan with prioritized efforts and
investments.

In developing the fundamentals and maturing a security program for the MSP organization, one
must consider that at any given moment there will be a good number of actionable plans on file
within individual workloads. The driving idea is for the MSP organization to maintain (develop
and implement) plans of action for vulnerabilities and deficiencies across the systems within
their organization. To integrate plans surrounding patches, upgrades, deficiencies,
vulnerabilities, or any unmet requirements into an all-inclusive view, initiative should be taken
from the top of the organization and must be adopted by all workforce personnel.

A Plan of Action and Milestones is often referred to as a POAM or POA&M. A POAM is a
documented plan that indicates the specific measures the MSP organization will take to correct
deficiencies found during a security assessment. For the MSP, the POAM should clearly identify
tasks to be accomplished, who owns the actions, and any resources required for the plan to be
implemented. In short, POAM will need to be developed for any of the following scenarios:

e When new requirements to software, systems, or processes are introduced
e When vulnerabilities are discovered and require remediation
e When deficiencies are identified and need to be addressed

Much like the steps needed when managing a project, each POAM has a life cycle that starts
with the identification of a need, documents the steps to address that need, and then goes away
as that need is met. A POAM can be a very simple document that states the issue, contains
bulleted action items assigned to owners, and sets a milestone marker as a date the action is to
be completed. Once all requirements are addressed, the POAM will naturally depart from
workflows to be archived for reference if needed.

The plan of action and milestones (POAM) serves as a tool the MSP organization can use as part
of Risk Analysis and Risk Management.

¢ Risk Analysis: The MSP organization conducts an honest and thorough assessment of
potential risks and vulnerabilities that may impact the confidentiality, integrity, and
availability of critical systems and important data.

¢ Risk Management: The MSP organization implements security measures sufficient to
reduce risks and vulnerabilities to a reasonable and appropriate level of acceptance
and/or compliance.

Investment into Cybersecurity Program

The secret to the success of any security program effort involves the active participation of
workforce personnel and upper management in developing a security mindset to protect their
physical workplace and to secure access to important data. Upper management must embrace
the security program and lead the organization by example throughout the adoption and
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implementation of security training and policies. When the MSP employees and workforce
personnel witness upper management taking an active role, they will comprehend and
appreciate the importance of the security program and follow through on assigned training and
take ownership of their role in ensuring safety and security across the organization.

An MSP organization should consider aspects of the following IT components, scenarios, and
associated projects as part of a maturity roadmap to be implemented:

e Mobile and Desktop Devices
e Cloud application and Directory Services
e Mobile-Device Manager (MDM/Cloud Service)
e On-Premise Applications
e On-Premise IT Infrastructure
e Security Incident and Event Management (SIEM)
e Identity and Access Management Capabilities
o Identity Store
o Access Rights Management (Role-Based)
o Authentication and Authorization
¢ Network Segmentation Capabilities
e Encryption Capabilities (Disk Level)
e Network Monitoring Capabilities
e Asset Management Capabilities
o Vulnerability Scanning
o Automated Update
o Asset Identification
Remote Monitoring and Management (RMM) Capabilities
e Professional Services Automation (PSA) Capabilities

A purpose of a POAM is to facilitate a disciplined and structured approach to tracking the risk
mitigation activities in accordance with any of the above projects and initiatives. The POAM
should include the MSP’s intended corrective actions and the current threat level for any
findings identified as part of the project. As such, the POAM includes the:

e Security categorization of the information system (Critical/High/Medium/Low)

e Specific issues or defects with deployed security controls

e Importance of the identified security control issues or defects

e Scope of the issue or defect with the components that make up the environment

e Proposed risk mitigation action to address the identified issue or within the
implementations (e.g., prioritization actions for time and talent — workforce, time,
funding, etc.)
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Frankly, the most important asset an MSP organization has is the people that comprise their
workforce personnel. The initial security policies and practices adopted by any MSP organization
must ensure the physical safety and security of visitors, contractors, employees, and workforce
personnel at the business offices and work facilities. By implementing a few common security
practices, an MSP organization will be in a better position to protect its people and minimize
many of the underlying risks surrounding IT assets and important data.

Gaining access to your property, offices, and workspaces can provide an individual with the
potential opportunity to not only to steal physical items from the facilities, but also to
potentially access and infect computers (desktops, laptops, and servers) with malware or gain
access to important information via the IT infrastructure (networks, Wi-Fi, switches and routers).
A practical risk assessment of all MSP offices and workspaces to identify physical security
vulnerabilities should include an initial review of:

e Where any unauthorized access may be occurring or could possibly occur.

e Where entrances and exits to business-critical spaces may not be covered by a high-
definition security video camera.

e Where any undetected and/or unmonitored intrusions could occur on the property,
throughout the buildings and into critical areas within the buildings.

e How existing access control processes work in order to make certain that access
credentials are adequate and current, and that any access control database is up-to-date
with the proper list of individuals who may access certain controlled areas such as server
rooms or IT equipment areas.

e How physical security policies and procedures, including hiring background checking as
it relates to security vetting, are being utilized across the organization and if they
currently meet the needs of the business.

e How the existing security staffing levels fit the current needs of the organization.

Though they may differ based upon the specific needs of the organization, there are several
baseline physical security measures that an MSP can adopt in order to help protect and secure
IT and digital assets.

Secure IT Servers & Equipment

Obviously, the business needs to have some method of securing and controlling access to the
premises. A small office with single door for entry can most likely be secured with a simple door
lock and key. However, a much larger business worksite with multiple entry points may require a
more advanced way to secure the facility by using a system employing keycards and ID badge
access. The access controls should be in-line with the business needs of the MSP. Additional
security access control systems could include high-tech options, such as biometric finger-print
scanning or a lock with a PIN-entry system.

Physical security vulnerabilities and cyber risks:
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o Digital switches that have open, unused ports

¢ No VLAN separation between guest and business networks

e Unencrypted communications being passed across the network

e Switches that do not have the MAC address of their attached devices “locked”

e Switches that are not configured to lock out any unknown devices when connected

e IT cabinets and closets that are unlocked or open to more than just authorized workforce
personnel

e Areas that contain sensitive equipment or data are not fitted with security cameras

e Security servers are not kept in locked racks and access to the “server room” is not
controlled

e Cameras viewing sensitive areas of the workplace are kept in view of the public

e USB and DVD drives are not disconnected or disabled from video monitoring systems

Clean Desk Policy

It is crucial to protect sensitive information from disclosure where the workplace is open to
employees, visitors, vendors, and cleaning crews. The adoption of a clean desk policy is
designed to allow for the protection of any information and data that may be found at a user’s
workstation. With the removal or secure storage of sensitive information when employees or
workforce personnel are away from their desk, the MSP organization can ensure that data
confidentiality, integrity, and availability may be guaranteed. A clean desk policy should also
include areas away from a desk and carry over into common areas and meeting rooms by
erasing whiteboards and gathering materials that may be left behind after a meeting.

During the day it is good practice for workforce personnel to:

e Use lockable drawers or filing cabinets to store sensitive documents and any computer
media.

e Use security cables to lock laptops to a workstation or desk.

e Lock desktop/laptop screens when walking away from a workstation with
Ctrl+Alt+Delete (Windows) or Command+Ctrl+Q (Mac OS).

One good practice is to not leave any sensitive documents or information laying around. Such
items that could be potentially be disruptive to the security of your organization include:

e User IDs & Passwords

e [P addresses

e (Contracts

e Account numbers

e C(lient lists

e Intellectual property

e Employee records

e Anything you would not want disclosed
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At the end of the workday, each person should be aware of their workspace and take a few
moments to prepare the area:

e Organize and secure any sensitive material

e Lock any drawers, file cabinets, and offices

e Secure expensive company equipment (laptops, tablets, mobile devices, etc.)
e Secure any personal items (headphones, earbuds, tablets, etc.)

Visitor Program

Having a clearly understood visitor policy and escort program is vital to the security of
employees, workforce personnel, clients, physical assets, and important data. The type of visitor
policy needed fully depends upon the type, size, and location of your MSP office and workspace.
For example, how you manage the visit of a guest at a small MSP in a shared office complex
with ten employees will likely be much different than the procedures in place at a larger MSP
that may be hosting a data center within their own building. However, no matter the size of the
MSP office or facilities, certain common issues will need to be addressed by the organization. If
you currently do not have a visitor policy or escort program, then now is the time to create one
by way of establishing clear policy and procedures. If the MSP organization currently has a
visitor policy, then periodically revisit, review, and update it to meet any new challenges or
address any issues. Following are some guidelines to help with the creation or review of a visitor
policy and visitor escort program.

Define Authorization Procedures

Clearly define and document who has the authority to approve visitors to your facilities. In some
cases, an MSP may allow anyone on staff the ability to authorize and admit guests. In other
organizations, only managers or receptionists may check in visitors. It is a best practice to have
clear procedures as to who will hold authority to allow visitors within the workplace
environment.

Establish Office Access RestrictionsA visitor policy should include details surrounding which
areas of the workplace are open to which types of guests. For example, you may open the
conference rooms to all visitors and not allow visitors into the server rooms or certain floors of
the building. Pay special attention to any rooms used for IT equipment or for storing
confidential information; such sites should be off-limits to all non-employees. It is a common
workplace practice to restrict visitor access at some level beyond the lobby.

Maintain A Visitor Log

At all times, it is a good practice to know who is always in your workplace or office. Depending
upon the size of the MSP organization and the type of business, visitor sign-in procedures
should include the use of a valid, government issued photo ID as proof of identification.
Additionally, in case of an emergency, it is critical to know who is onsite and that they have been
accounted for. To help with the process of logging visitors and keeping records, there are many
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software applications available that can ensure a level of confidentiality and offer records for
reports and future reference.

Highlight Identification for Guests while in the Office

A good security measure that most any MSP organization can implement is to issue ID cards for
both staff and visitors. Many organizations choose to identify workplace visitors while onsite
with a printed ID badge to promote the clear recognition of guests. Not only can the use of ID
cards work as a way for security staff to check people entering the building, the ID cards also
make anyone without one stand out among other workforce personnel.

Establish Guidelines for Escorting Visitors

For both security and visitor-safety reasons, make certain that guests are not allowed to freely
wander around the workplace on their own. Consider establishing specific responsibilities and
guidance for employees to be responsible for escorting a visitor to the workplace. For instance,
an employee acting as a visitor escort may be responsible for safely evacuating the guest in case
of an emergency. Additionally, the employee escort may also be responsible for making sure
their visitor complies with existing company policies and practices good security measures while
a guest of the MSP organization.

Define Visitor Types

Different kinds of visitors may require different treatment when visiting a workplace at the MSP
organization. When visiting a site, will the treatment of friends and family of employees require
a different protocol from other guests, such as vendors or contractors? Depending upon the
type of business conducted by the MSP, there may be legal restrictions or regulations in place as
to who may access a facility where government or payment card information is processed. Are
there any requirements necessary for foreign nationals or visitors requiring a background check
to be cleared to access a facility? Additionally, the MSP must consider the whole of their visitors
and workforce personnel as being made up from different types of employees as well, such as
temporary workers, former staffers, and even employees who access the workplace during off
hours.

Implement Visitor Policies for Recording, Wi-Fi, and Non-Disclosure

The protection of individual privacy, intellectual property, and other confidential information
should be a major concern for every MSP organization. Such protection may require placing
certain restrictions upon the authorized guests within the workplace. As a best practice, a visitor
policy should contain details surrounding the appropriate use of your guest wi-fi network and
any related technology. Address any concerns over the use of recording equipment (cameras,
phones, and audio devices) to capture photographs, video, or audio recording while the visitor is
a guest of the organization. Depending upon the guest and the intention of certain meetings,
non-disclosure agreements should be addressed — especially if dealing with any intellectual

property.
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Educate Staff

A visitor policy is only as good as it is understood and implemented. Make certain that the
employees of the organization are familiar with the defined policy and procedures for handling
visitors. Investing the time in spreading awareness and educating workforce personnel may
allow the MSP organization to stave off a security breach. Through implementing training and
education, the workforce personnel of the MSP organization will know the correct procedures to
help visitor interactions run smoothly and minimize any unnecessary risk.

Imagine the boundary/perimeter security design as one of layered defenses similar the
fortifications of a medieval castle surrounded by a moat and high walls. To access the castle, one
must cross a lowered drawbridge and be inspected by guards prior to passing through an open,
raised portcullis in order to enter the courtyard. Once inside, one may have free access to roam
throughout the courtyard but are restricted from entering the interior of castle keep. As the
daily onslaught of complex and frequent cybersecurity threats carry the most serious challenges
for many organizations, the need exists for an MSP to assign operational workforce personnel
and financial resources to defend and protect their IT infrastructure and business operations.

To ensure a comprehensive boundary/perimeter security architecture, an MSP should identify
and document what critical systems, services, and data must ultimately be protected and then
design their boundary/perimeter security to scale in order to meet the immediate business and
operational demands. An MSP must be flexible enough to meet any future needs as the
organization grows and changes. Adopting best practices surrounding boundary/perimeter
protection, which is the first layer of defense within the network, serves to prevent many of the
malicious attacks that can directly disrupt internal MSP operations. Best practices help to avoid a
potential downstream impact to client IT systems and their data environments.

Boundary/perimeter security protection makes use of numerous tools and solutions (i.e.,
firewalls, routers, VPNs, Intrusion Detection Systems (IDS), etc.). More precisely,
boundary/perimeter security protection solutions serve to secure and monitor the connections
of a trusted network with an untrusted or public network. Additionally, Boundary/Perimeter
Security protection includes the monitoring and control of network communications within an
internet-facing, external boundary, or logical perimeter of connected business IT systems and
services. The intent of such boundary/perimeter defense posture is to prevent and detect any
malicious or unauthorized access to IT systems and important data.

Boundary protections are commonly the first line of defense against an outside attacker. It is
common practice for an attacker to poke at an organization’s network boundaries in order to
probe and build an attack profile with the information gathered from the perimeter network.
Today, a stand-alone firewall is no longer enough to protect against the more complex threats.
Boundary defenses now require additional perimeter solutions such as IDS/IPS, SIEM, SSL
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Decryption, Outbound Proxy, and network monitoring, as highlighted within the following
diagram.
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A Layered Boundary Defense

When properly implemented and layered together, many tools could likely detect and
potentially prevent such malicious activity from taking place. These tools include:

Perimeter IDS/IPS: Filters unwanted, malicious communications (inbound).
Outbound Web Proxy: Filters employees from visiting unwanted sites (outbound).
SSL Decryption: Analyzes encrypted data for examination and content control.
SIEM: Correlates and consolidates logs and data from multiple sources.
Application Aware Firewalls: Analyzes outbound traffic for irregularities.

Along with layered security (Defense-in-Depth) and other similar concepts, boundary /
perimeter protection is an example of the information security principle of confidentiality,
integrity, and availability (CIA) for the critical IT system resources of the MSP business operations
and client services.

At a minimum, the administration of boundary / perimeter security devices should follow and
maintain a configuration management standard that includes the following documentation:

Table of
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A current network topography diagram (representing both the logical and physical
design) that includes all connections to and from all service networks.
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e Alist of all ports, protocols, and services used for business connections to and from
network segments carrying confidential or regulated data.

e An exception ledger that documents the business justification for all insecure ports in
use between private networks and public/untrusted networks (e.g., FTP, Telnet).

¢ An identified and defined roles and responsibilities assignment for device management.

e The formal process for assessing, conducting, and approving changes to firewall policy
rules, router configurations, etc.

Firewalls

NIST Special Publication 800-41, Guidelines on Firewalls and Firewall Policy, defines firewalls as
"devices or programs that control the flow of network traffic between networks or hosts that
employ differing security postures.” Firewalls provide boundary / perimeter security by
restricting inbound and outbound traffic to the essential minimum necessary to properly
conduct business. The most common deployment of firewalls is to create a buffer between an IT
network and other, external networks such as the internet, which is essentially an open, public
network.

The adoption of firewall security configuration standards and operational practices establishes
one of the core essentials necessary to defend MSP organizations against known and unknown
cyber threats. The evaluation, adoption, and implementation of a firewall solution should
combine the knowledge and understanding of information risks and best-practice guidance with
security and policy configurations aligned with business interests. Firewalls are a necessary
solution for every MSP to help protect against:

e Criminal hackers trying to breach the internal network or services.
e Viruses that spread from computer host to computer host by way of the internet.
e Outbound malicious network traffic originating from a virus or other malware.

While firewalls are often discussed within the context of Internet connectivity, they may also be
deployed within other network environments to restrict connectivity to and from internal
networks reserved for sensitive functions (e.g., accounting or human resources) or to meet
industry requirements or regulations (e.g., PCl or HIPAA). By employing firewalls to control
connectivity to these areas, an organization can prevent unauthorized access to its systems and
resources.

Several types of firewall technologies may be implemented as a stand-alone device or as part of
an integrated device platform known as a next-generation firewall (NGFW). Traditionally, a
firewall provides stateful inspection of network traffic. It either allows or blocks traffic based on
state, port, and protocol, and then filters the traffic based on administrator-defined rules. A
next-generation firewall not only provides the stateful inspection of incoming and outgoing
network traffic, but also blocks modern threats such as advanced malware and application-layer
attacks. A next-generation firewall may include the following capabilities:
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e Stateful inspection

e Integrated intrusion prevention

e Application awareness and control

e Threat intelligence source integration

e Upgrade paths to include future information feeds
e Techniques to address evolving security threats

When installing a new firewall solution or making a change to an existing firewall configuration,
one must consider any potential security risks to avoid potential security issues. By its nature,
security is a complex topic and often varies from use case to use case. Following industry best
practices for configuring firewalls can help capitalize upon the efficiency and effectiveness of the
solution.

A firewall policy is the collection of individual rules that manage what is and what is not
permitted through a firewall. For example, a transport layer (OSI layer 4) firewall enforces the
following elements within an individual rule that makes up its overall policy:

e Source IP Address (or range of IP addresses)

e Destination IP Address (or range of IP addresses)
e Destination Port (or range of ports)

e Protocol of the Traffic (TCP, ICMP, or UDP)

Each element may be configured to either block or allow.

As described within the UK government’s Cyber Essentials program, administrators should
regularly perform the following actions as a minimum best practice for all network firewalls (or
equivalent devices):

e Change any default administrative passwords on the firewall.
e Prevent remote access to the firewall’s administrative interface from the Internet, unless
there is a documented business need and the risks are fully accepted and understood.
e If remote administrative access to the firewall is allowed and utilized, one of the
following control mechanisms must be used:
o Another, or secondary, authentication factor, such as a one-time token.
o An IP whitelist that limits remote access to a small range of trusted IP addresses.
e Block and drop any unauthenticated inbound connections by default.
e Ensure inbound firewall rules are approved and documented by an authorized individual;
the need for the rule must be included in the documentation (see below).
e Remove or disable permissive firewall rules as soon as they are not needed.

Document Firewall Rule Changes
It is recommended to identify and document each firewall rule so you know what action a
firewall rule was intended to perform or enforce. It is good practice to track the following:

e The operational purpose or business need of the firewall rule.
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e The affected service(s) and application(s).

e The affected users and devices.

e The date when the rule was added.

e The date when the rule should expire or is no longer required, if applicable.
e The name of the person who added or changed the rule.

e The name of the person who approved the rule or the rule changes.

Establish a Formal Firewall Change Procedure

As the MSP organization grows and expands, firewall rules will need to be modified to
accommodate new services and new devices. Documenting each firewall rule and the person
who approved the rule helps to lay the groundwork for establishing formal change procedures
for modifying the boundary / perimeter elements.

The following are recommendations that and MSP organization should adopt as part of a
firewall change procedure process:

e Define and adopt a change request process for users to request firewall changes.

e Establish a group or committee to process and analyze incoming change requests,
determine their impact, and approve the best, most secure course of action.

e Create a standardized process for testing new change requests on production firewall
rules. For example, in a test environment or by piloting a limited program.

e Document procedures and guides for deployment of tested change requests into
production firewall rules.

e Ensure there is a process to test and validate that new firewall changes and settings are
operating as intended.

e Track changes and maintain a documentation repository for all firewall changes that
have been implemented.

Block Traffic by Default

Block all network traffic by default and only allow specific traffic to known and identified
services. This approach to firewall management provides a respectable amount of quality control
over the allowed traffic and reduces the likelihood of a perimeter breach due to a policy
misconfiguration. As most firewall policies are enforced by reading a control list of rules from
the top down, blocking by default can easily be established by simply configuring the “last rule”
in a firewall policy to deny all traffic.

The “last rule” serves as a safety measure to prevent unwanted network traffic from passing
through the firewall. Also known as an “any-any-any drop” rule or a “clean-up” rule, this rule is
normally defined as:

e Source IP Address = ANY

e Destination IP Address = ANY
e Service / Application = ANY

e Action = DROP
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e Logging = Enabled

The firewall solution vendor should have step-by-step documentation describing how to
specifically configure rules to block traffic by default.

Only Allow Specific Traffic to Known Services

Blocking all network traffic by default and creating firewall rules that only allow specific traffic to
identified services enforces the principle of least privilege over the boundary / perimeter
network traffic. It is recommended to specify as many parameters as possible within a firewall
rule and to limit the use of "ANY" in a rule.

The most explicit rule in the list performs its action prior to the next rule in the list. Working
from the top down ensures that network traffic permitted by the first rule is not blocked by the
other rules as the firewall works down the list of rules within the policy.

The SANS Institute provides a non-vendor specific Firewall Checklist that provides a generalized
listing of best practices and security considerations to be used when implementing or auditing
the security, rules, and policies of a firewall. The following is the recommended order for the
application of firewall rules from SANS:

e Anti-Spoofing Filters (block internal / private IP addresses as appearing from the outside
—see RFC 1918 )

e User / Application rules (e.g. allow HTTP HTTPS to public-facing web server)

e Management Rules (e.g. SNMP traps to network management server)

e Drop Noise Filters (e.g. discard any OSPF and any HSRP chatter)

e Deny and Alert (alert monitoring systems or firewall administrator of suspicious traffic)

e Deny and Log (log any remaining traffic for analysis and identification)

The SANS Institute Firewall Checklist and other useful step-by-step security guides are located at
the following URL:

Logs and Auditing

On the firewall solution, ensure that logging is enabled and that the logs are periodically
reviewed by assigned staff to identify potential patterns that may indicate a compromise or
ongoing attack. Many vendors provide or include a built-in reporting utility for the detailed
analysis of information related to the network traffic with their firewall solutions. The reporting
utility should help staff with auditing logs to identify any anomalies or events that may imply the
need to modify the firewall settings to address an ongoing issue, such as a false positive or false
negative alert.

False Positive alerts are mislabeled security alerts and indicate that there is a threat when there
is not. False or non-malicious alerts can include misconfigured software, poorly coded software,
or unidentified network traffic.
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False Negative alerts are the opposite of false positives and indicate that there is no
vulnerability when there actually is a vulnerability. A false negative alert may be an unknown
cyber threat that requires further investigation from the staff analyst assigned to the role.

The decision to modify firewall rules may be based off compiled reporting information and
analysis of alerts. Modify rules to reduce noise from false positives and to improve the firewall's
overall security and service throughput.

Additionally, firewall logs can be forwarded to a security information and event management
(SIEM) platform that collects and aggregates log data generated throughout the technology
infrastructure of an organization. The SIEM may provide more robust reporting and analytics.

Review Rules and Patch Devices

The networks will continue to change as the organization grows and matures and new devices
and users are added. Because those users and devices will need to access new services and new
applications, new rules and policies will need to be added to production firewalls. It is a best
practice to establish a regular maintenance schedule for implementing changes to production
firewall rules. The organization may want to make firewall changes during off-peak hours, such
as a Thursday night or a time over the weekend. The change window depends entirely upon the
organization and the nature of the change.

Additionally, it is a good practice to perform a regular audit of all existing firewall rules. At a
minimum, the organization should audit the firewall on an annual basis. However, depending
upon the rate of growth and change, the organization may decide to perform firewall audits
quarterly or semi-annually. The schedule should be based upon the fluid nature of the
organization and the rate of changes to firewall policy. Old firewall rules will need to be
reviewed against the current business needs and removed as needed. These audits will also help
catch any weakness or oversight in the configuration of the boundary / perimeter security
controls. In addition to the firewalls audits, it is also recommended to review the security and
policy controls to address any changes in technology or within the business operations of the
organization.

Finally, the firewall (software or device) should always be running with the most recent vendor
patches and firmware. If the firewall is operating in an unpatched state, then it may be
vulnerable to certain cyberattacks that could potentially bypass the firewall and existing
protection rules. Use a scheduled maintenance window to install and certify that the latest
patches and updates for your firewall solution are installed. The firewall vendor should have
helpful guides and documentation that step through the specific patching process for their
product. If vendor patches and updates are automatically downloaded from the internet,
confirm that the updates are received from a trusted vendor site.

VLANs and Segmentation
Virtualization has become universal across many aspects of information technology and its
adoption in networking is no exception. Virtual Local Access Networks (VLANSs) are widely used
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on most every network. Many managed services providers (MSP) configure (OSI layer 2) VLANs
to segment, isolate, and better manage their clients and client host systems. Isolating clients in
this manner is a good security practice. Whereas a flat network allows an attack surface to all
hosts with an IP addresses, a properly segmented VLAN helps to bolster security by isolating
and hindering an attacker’s ability to extend their access to hosts across the VLAN segments.

A Local Area Network (LAN) connects computers, laptops, servers, printers, and other network
capable devices using Ethernet cables or Wi-Fi. LANs are designed to provide networking and
internet services within a single, physical location and on the same network or subnet. In
contrast, a VLAN is a custom network created from devices that reside on one or more existing
LANs. A VLAN enables groups of devices from multiple networks to combine as if they were on
a single logical network. The result is a virtual LAN that can be administered in the same manner
as a physical LAN. Computers in a VLAN may be separated by bridges, routers, or switches and
may physically reside in different locations. Compared to LANs, VLANSs help to reduce network
traffic and collisions and are often more cost effective.

A VLAN acts like a physical LAN but allows hosts to be organized together in the same
broadcast domain even if they are not connected to the same switch. According to Cisco
Systems, the top switch manufacturer and vendor, VLANs are commonly used for the following:

e To increase the number of broadcast domains while decreasing their size.

e To reduce security risks by reducing the number of hosts that receive copies of frames
that the switches flood.

e To separate hosts that contain sensitive data and improve security.

e To create more flexible network designs that group users by department instead of by
physical location.

e To easily make administrative and network changes by simply configuring a port into the
appropriate VLAN.

Additionally, VLANs are configured using the standard layer two (L2) technology built into most
modern switches. VLANSs also benefit from the security capabilities built into the switch by the
vendor and from standards based on IEEE Standard 802.1Q created by the Institute of Electrical
and Electronics Engineers (IEEE). The vendor supplying network peripherals and switches to the
organization should be able to provide documentation and procedures for the proper
deployment and configuration of VLANs to meet any of the solutions described above.

However, when using switches and VLANS, it is essential to keep in mind a few security
considerations and to address potential vulnerabilities of layer two across the organization.

Physical Security

Because a switch can be managed via a console port that is physically located on the switch
itself, it is recommended to house all switches and network infrastructure devices in a secure,
locked room or cabinet. Personnel access to the IT equipment should be limited and controlled.
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Telnet Access

Administration of a switch can be conducted over Telnet, an unsecure, unencrypted protocol. If
an attacker intercepts the Telnet packets, they may be able to obtain the login credentials and
gain administrative access to the switch. To protect against this, it is recommended to use
Secure Shell (SSH) as an alternative to Telnet when performing switch administration.

SNMP Access

The Simple Network Management Protocol (SNMP) is used by network management for the
collection of information about network devices. Older versions, prior to SNMP version 3, lack
many of the security enhancements and may allow both READ and WRITE capabilities. It is
recommended to use SMTP version 3 or to only allow READ for the older versions.

Reduce Exposure

Switch administrators can decrease a switch's attack surface and potential exploit by disabling
unnecessary services and by turning off unused Ethernet ports. Additionally, switch
administrators can limit the number of MAC addresses that each switch port can learn.

Logging

As with firewalls and other boundary / perimeter network devices, an organization should log
any attempts to access the switch. It is recommended to regularly review access logs to help
switch administrators identify potential threats.

Change Control

As an organization grows and more network administrators are employed, multiple switch
administrators may have to share the roles and responsibilities for configuring network devices
and switches. Having a formalized change control policy and accompanying procedures will help
administrators to properly document, approve, and coordinate changes to the IT environment.

VLAN Configuration
For best results, consult with the switch vendor for the organization and consider the following
recommendations for configuring VLANs on a network switch:

e Many switches include a trunk port feature. Unless needed, it is recommended to set the
trunk settings to "OFF" instead of "AUTO".

¢ Do not send user data over an IEEE 802.1Q trunk's native VLAN.

e A private VLAN partitions the layer 2 broadcast domain of a VLAN into subdomains,
allowing ports on the switch to be isolated from each other. It is recommended to use
private VLANSs to prevent an attacker from compromising one host in a VLAN and then
using that compromised host as a pivot point to attack other hosts within the VLAN.

VLAN Hopping Exploits

The VLAN hopping exploit allows an attacker to bypass layer 2 restrictions configured to isolate
and divide network hosts. Many networks either are misconfigured or have an unsecure VLAN
implementation. Improper VLAN configuration allows an attacker to perform VLAN hopping by
way of switched spoofing, double tagging, or a combination of both.
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Switch Spoofing Attack

A switch spoofing attack works by manipulating an incorrectly configured trunk port. The default
trunk port on a switch is normally used for logging or packet capture. This trunk port is
configured to have access to all VLANs and will pass all traffic for multiple VLANs across the
same physical port (or link between two switches). After an attacker establishes a trunk link, they
gain access to the traffic from any VLAN. The switch spoofing exploit is only successful when the
switch is configured to automatically negotiate a trunk. Following are recommendations to avoid
switch spoofing attacks:

e Never leave an access port on a switch open and configured with dynamic desirable,
dynamic auto, or trunk mode.

e Hardcode all access ports on the switch and disable Dynamic Trunking Protocol (DTP).

e Hardcode all trunk ports and never enable Dynamic Trunking Protocol (DTP).

e Shut down all unused interfaces on the switch.

Double Tagging Attack

Double tagging attacks occur when an attacker adds and modifies VLAN tags on an Ethernet
frame to allow packets to be sent through any VLAN and connected switch. This attack bypasses
the network controls that logically isolate VLANs from one another as most switches will only
remove the outer tag and forward the frame to all native VLAN ports. However, the double
tagging exploit is only successful if the attacker belongs to the native VLAN of the trunk link on
a switch. Additionally, this attack is only performed in one direction as it is impossible to
encapsulate the return packet. Following are recommendations for preventing a double tagging
attack:

e Do not put any host on the default VLAN of the switch.

e Change the native VLAN ID to an unknown VLAN name created by the switch
administrator (document this setting).

e Perform explicit tagging of all native VLANs on all trunk ports of the switch.

Please refer to the vendor of your switch for additional documentation and procedures that may
be required to protect the organization against VLAN hopping exploits.

Internet Gateways / Proxy Servers

Proxy servers and internet gateways can both route traffic from inside a network to the outside,
public internet. However, an internet gateway acts more like an open door that provides a
gateway for the organization to access the internet. By contrast, a proxy server acts more like a
like a bank teller window that blocks the inside network from being fully exposed to the public
internet. A proxy server can actively filter which connection is allowed, but a gateway does not
necessarily perform any filtering. Elements of both internet gateways and proxy servers can be
combined into a hybrid network device. Vendors often offer these hybrid network devices as a
solution under next-generation firewalls.
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Internet Gateway

For two networks to communicate, a default (or network) gateway must be provided from each
network. Within a boundary / perimeter security context, a gateway defines what is internal to
the network and what is external. If a computer needs to communicate with a host outside the
network, then an internet gateway must be configured to gain access to the outside internet or
third-party network. Without a gateway, the computer will not be able to communicate with
other hosts beyond its own internal network.

Proxy Server

A proxy server acts on behalf of the internal network and regulates access and connections from
the outside. Any outside user or service attempting to connect to a host inside a network with a
proxy will only connect and see the IP address of the proxy server. The proxy acts as a regulated
barrier that hides the internal network from the outside. Additionally, configuring the Internet
options of internal hosts to first point to the proxy server prior to surfing the internet allows the
internal hosts to remain anonymous.

Proxy servers can also report capabilities and provide caching of frequently accessed websites.
Most vendor proxy solutions can track website hits and use the collected data to store and
report upon the information of websites visited by the users. Additionally, proxies allow for
caching, which reduces internet bandwidth utilization because the most popular websites are
saved by the proxy server. User connection requests are returned to the cached information
rather than pulled from the Internet. The cache settings of a proxy server can be configured to
refresh after several requests or a set time in order to pull new content and updates from the
Internet.

Blocking or Filtering User Access to Websites

A proxy server without filtering is like a gateway that simply passes requests from the internal
host computer to the Internet. However, a proxy server can be a very powerful boundary /
perimeter security solution that acts like an internet gateway but also protects the internal
network from outside threats. A gateway merely routes information from within the network to
the outside, and without any enhanced next-gen firewall features, a gateway may expose the
inside network to potential risks.

Unless it is part of a next-gen firewall solution with enhanced features, a gateway normally
cannot block access to websites. A proxy server can block websites by redirecting user web
requests to a website internal to the network. Also, with most vendor proxy solutions,
administrators can block access to certain categories of websites. It is recommended to block
certain categories of known websites that offer up extreme, sensitive, malicious, or sexually
related content that would normally be considered unsuitable for sharing within the workplace.
The proxy server can be configured so that when a user attempts to access a blocked website,
they will be redirected to a customized page stating that that they are attempting to access a
blocked website. The customized page can also provide additional information as to whom to
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contact for further information if the user believes the site being blocked serves a legitimate
business need.

Prior to blocking content from the internet, it is recommended to review and update any human
resource policies or internet use policies currently in use across the organization. Creating a
policy and implementing a proxy solution that prevents users from visiting inappropriate
websites is the easiest solution. It is recommended to block internal network access to the
following not sufficient for work (NSFW) website categories:

e Adult Content / Pornography
e Aggressive Behavior

e Controlled Substances

e Dating Sites

e Gambling
e Gaming
e Guns

e Intolerance & Hate Speech
e Malicious / Malware Sites

e Sexual
e Social Media
e \Violence

Virtual Private Network (VPN)

A VPN is an encryption-based communication method that connects a remote office or worker
to an organization'’s private network over a shared or public network. The encryption effectively
makes a tunnel within the public network that data can pass through without being read by
eavesdroppers. The end user’s device and the server it is connecting to are the only devices able
to decrypt the data. VPNs are commonly used by organizations that need to connect a remote
worker or location to a more central private network.

An SSL VPN encrypts data using the SSL protocol, or its successor, transport layer security (TLS)
protocol. Nearly all modern web browsers have begun to use SSL/TLS protocols when
connecting users to websites. This means there is no need for specialized client software that
users must download or run to establish a VPN connection. Therefore, an SSL VPN is also known
as a clientless VPN. Several types of VPNs are available:

SSL Portal VPN

An SSL Portal VPN uses a single SSL connection to a gateway website that gives the user access
to private network services. A user must only provide login credentials to use the SSL Portal
VPN.

SSL Tunnel VPN

An SSL Tunnel VPN can access network services that are not necessarily web-based. A browser
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that can interact with and display active content is required for an SSL Tunnel VPN. Active
content includes JavaScript applications or interactive features.

IPSec VPN

IPSec is a suite of protocols for securing communications cryptographically. An IPsec VPN
creates a tunnel where the client and server must negotiate the methods and parameters to
secure the tunnel. Security associations are the one-way communication through which
negotiations happen.

Virtual private network (VPN) best practices include researching which vendor matches an
organization’s needs, preparing for surges in use, keeping the VPN updated and patched, using
multi-factor authentication for VPN connections, and avoiding free VPNs.

During March 2020, in response to the coronavirus pandemic, the US Department of Homeland
Security’s Cybersecurity and Infrastructure Security Agency (CISA) released alert AA20-073A for
enterprise VPN security. The pandemic caused a significant spike in the number of employees
working remotely and working from home. The CISA alert listed security threats associated with
a large remote workforce. The threats connected to VPNs include:

e More vulnerabilities are found by malicious actors when organizations use VPNs.
e Organizations are less likely to keep VPNs updated with the latest security patches.

e Organizations may have a limited number of VPN connections, leaving some employees
without one.

To mitigate these risks, CISA recommends implementing these VPN best practices:

e Update VPNs, network infrastructure devices, and remote employees’ devices with the
latest patches and configurations.

e Implement multi-factor authentication on all VPN connections or otherwise use strong
passwords.

e IT security personnel should test VPN limitations in preparation for mass usage.

e If possible, security personnel should use tools like rate limiting to prioritize users
requiring higher bandwidths.

Securing the Wi-Fi in use at the MSP organization is one vital component that helps to protect
data and to ensure the security of critical business systems.

¢ Change the Default Admin Password on the Wi-Fi Router
The default password for most every Wi-Fi router is easily found with a quick internet
search. A Wi-Fi router with a default password is easy prey for a malicious hacker. Such
access would allow an attacker to hijack the network and possibly launch additional
attacks aimed at other companies through the compromised router. Additionally, a
malicious hacker could easily change DNS settings to redirect those using the Wi-Fi to
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fraudulent sites in an attempt to steal sensitive user information.

¢ Update the Wi-Fi Router Firmware
Every piece of hardware or software requires updates and patches to fix known issues
and expand additional features. Make it a plan to regularly update the Wi-Fi router’s
firmware to address any known bugs or security vulnerabilities. As an added benefit,
many firmware fixes are often released to address performance issues. Some Wi-Fi
routers can be configured to automatically download updates and the most recent
firmware update may be found within the administrative console.

¢ Create a Guest Wi-Fi Network
Do not allow your guests to join the same Wi-Fi network your employees use for
production and daily operations. Establish a separate wireless network to minimize the
risk of exposing internal systems to potential snooping or malware that may reside on
the guest device.

Secure Email Gateway (SEG)

Email is the primary target hackers use to gain access to private company data. Email is often
the least protected means of passing data into and within an organization. Modern methods of
attacking email systems and users have grown in sophistication and the targeting of individuals.
Organizations from all industries are facing an increasing number of targeted threats such as
phishing attacks, ransomware, and malicious attachments.

Whether residing on-premises or within the cloud (Office 365, G-Suite), email and messaging
gateways provide initial filtering and protect business operations from spam, viruses, malware,
and potential denial of service attacks. Gateways scan incoming, outbound, and internal email
communications for any sign of malicious attachments or URLs.

The following are core features to look for in a secure email gateway:

Spam Filtering

Spam filtering is the primary feature and function of a secure email gateway (SEG). All SEGs use
some sort of SPAM filtering technology that blocks or quarantines items from known spam
email domains. Advanced SPAM protection features may include algorithms to detect patterns
that commonly appear in spam emails, such as keywords and malicious links, and help block
new spam emails from entering email inboxes. It is recommended to receive as little SPAM as
possible.

Virus and Malware Protection

Virus and malware scanning features are also common in many SEGs to help block items from
infecting the organization’s hosts and networks. By scanning attachments and embedded URLs,
the malware protection engine within the SEG can identify and then quarantine messages
containing malicious content.
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Phishing Protection

In a phishing attack, an attacker uses email messages to trick a user into falling for a scam that
may potentially reveal private or sensitive information (financials, passwords, credentials, etc.).
SEGs may provide an organization with a certain level of protection against phishing attacks by
catching and classifying suspicious emails. Using anti-fraud technologies in conjunction with
reputation analysis, SEGs with phishing protection can spot and prevent several different
spoofing techniques and attacks.

Admin Controls and Reporting

The administrative console of a SEG should allow for the configuration of policies and rules for
the quarantine of suspect email items. Additionally, the console should allow for robust
reporting and drill-down dashboards that provide insight into the use and protection of
messaging across the entire organization.

No matter the size of an MSP organization, email is a prime target for attackers. A Secure Email
Gateway is a security necessity to help protect business operations and critical data. Secure
Email Gateways offer the most vital level of protection against compromise from malicious
messages and attachments. Using a Secure Email Gateway is an easy way for organizations to
enhance their security posture.

Intrusion Detection & Protection Systems

Intrusion Detection Systems (IDS) work in conjunction with routers and firewalls to monitor
network usage abnormalities. A solution can be put in place to protect an organization’s IT
resources from both external and internal issues and misuse. An IDS continuously monitors the
network or a host and notifies administrators when a perceived threat is detected. The two
broad categories of IDS include:

Network-Based IDS

Network-based IDS systems are configured to identify potential attacks within a monitored
network and can issue a warning to an administrator. A network-based IDS placed between the
Internet and the firewall will detect all attack attempts prior to entering the firewall. If the IDS is
placed between a firewall and the internal business network, it will detect attacks that pass
through the firewall and send warning of a potential intruder. An IDS is not designed to replace
a firewall but rather to provide a complementary function by way of validation checking a
firewall policy.

Host-Based IDS

A host-based IDS system is a software application designed to work in a specific environment
(Android, Linux, Windows, etc.) and monitor internal resources of the operating system to warn
an operator of an attack. These host-based sensors are configured for a specific environment
and monitor various host resources and processes of the operating system to warn
administrators of a possible attack. Host-based IDS sensors can detect modification or execution
of files and then issue a warning when an attempt is made to run a privileged command.
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Components of an IDS Solution
The main components of a network-based IDS are:

e Sensors for collecting data in the form of network packets, log files, system call traces,
etc.

e Analyzers to examine input from the sensors and determine intrusive activity.

e Administrative console to view dashboards, analyze alerts, produce reports, and
configure detection rules.

IDS can perform intrusion detection and gathering of evidence of intrusions, but it is not useful
if policy definitions are weak or if existing back doors in applications are being used in the
attack.

Intrusion Prevention Systems (IPS)

Like an IDS, an IPS is designed to not only detect attacks, but also to prevent the intended hosts
from being affected by the attacks. An IPS solution complements most firewall, antivirus, and
antispyware tools by providing additional protection from new and emerging threats.

When placed at the perimeter of the network boundary (egress and ingress points), an IPS
solution works by examining network traffic flows and preventing attacks, such as worms or
network aware malware. By adopting and properly managing an IPS solution, an MSP
organization can ensure that network-based attacks are blocked at the perimeter.
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The major advantage of an IPS over an IDP is that an IPS can help block an attack when it
occurs. Rather than simply sending an alert, an IPS actively attempts to block malicious and
unwanted traffic.

_______ -y
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| Internet §
Attacker
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IDS Management Server
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IPS in Action

As depicted in the preceding diagram, legitimate traffic is allowed but malicious packets can be
blocked inline before the attack reaches the target.

Host / System Protection

Every organization faces security threats. Often, the weakest link in security is the human
element. When humans operate computers, anything can happen. To protect end users and
host computers, an MSP organization must address many types of security threats.

Secure Configuration / System Hardening

Hardening limits the attack vectors that can be used as a point of compromise. System
hardening is the process of implementing security controls on a computer system to prevent the
controls set to open by default from being a significant vulnerability. A hardened system limits
storage of sensitive data and has unnecessary functions disabled. Such functions may include
ports, services, and protocols that are not required for the intended use of the system within the
enterprise environment.

Most systems come with a known guest account or default password. Such known elements
should be changed or disabled prior to production use. It is common for most computer
vendors to set the default controls to open to allow ease of use over security. This introduces
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significant vulnerabilities unless the system is hardened. The process of determining what is
hardened and to what level varies based on the operating system, installed applications,
system/platform use, and exposure. The exact controls available for hardening may vary.

Controls commonly used to harden a system include:

e File system permissions

e Access privileges

e System services

e Configuration restrictions

e Authentication and authorization
e Logging and system monitoring

Regardless of the specific operating system, system hardening should implement the principle
of least privilege or access control. Prior to making changes, administrators should fully
understand the types and roles of accounts on each platform they are configuring for
protection.

Additionally, server hardening is an important practice designed to protect an organization'’s
servers from attack. Microsoft Windows servers will require a different method and script
compared to UNIX/Linux server operating systems.

In Windows systems, the Registry is a database that stores configuration options and settings as
keys and values, with most of this data stored in the %SystemRoot%\System32\Config directory.
Major keys and values are:

e HKEY_CURRENT_CONFIG: Contains volatile information generated at boot.
e HKEY_CURRENT_USER: Contains settings specific to the current user.
e HKEY_LOCAL_MACHINE\SAM: Contains local and domain account information.

UNIX/Linux has special directories that store critical information and should be given extra
consideration when hardening the server. Note that this is a non-exhaustive list:

e /etc/passwd: Maintains user and password information.

e /etc/shadow: Stores an encrypted copy of the user accounts in /etc/passwd.
e /etc/group: Contains group information for every account.

e /kernel: Contains the core kernel files.

For an administrator, identifying the location of critical information is imperative to security and
is key for incident response.

The following sources offer additional guidance on the secure hardening of systems to help
mitigate potential risk to systems and services provided by the organization. Prior to
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implementing any such changes within a production environment, it is a highly recommended
to test any changes and assess their impact.

NSA CSS Cybersecurity Advisories & Technical Guidance

The NSA develops and distributes configuration guidance for variety of software, both open
source and proprietary. The NSA does not favor or promote a specific software product or
business model. Rather, they promote enhanced security. Fortunately, the NSA has leveraged its
elite technical capability to develop advisories and mitigations on evolving cybersecurity threats
and has shared their guidance with the public.

Link:

Program Clean Up

Remove unnecessary programs. Every program installed on a host endpoint or server operating
system is another avenue of potential entrance for a hacker. Removing unnecessary or
unneeded programs helps to limit the number of ways into a system. If the program has not
been vetted by the organization and has not been "locked down," then it should not be allowed
for install on the server or host computer. Attackers look for backdoors and security holes when
attempting to compromise networks. Removing extra software helps to minimize their chances
of breaching an organization’s systems.

Use Service Packs

Hardening systems and software includes keeping them up-to-date and installing the latest
versions. This is a very simple task and should be considered a best practice. Providing security
across all systems cannot be accomplished by simply turning on a single tool, especially when
dealing with new and emerging zero-day attacks. However, patching and applying service packs
to servers and host operating systems is an easy policy and practice to put in place.

Patching and Patch Management

A regular part of the security routine should involve the planning, testing, implementing, and
auditing of patches through an automated patch management software. At a minimum, an MSP
organization should ensure that the server and host operating systems, as well as the individual
software programs on the client's computer, are patched on a regular schedule. Patching and
vulnerability awareness are covered in more detail with this document.

Use Group Policies within Microsoft Active Directory

It is recommended to clearly define what groups can access and maintain Microsoft Active
Directory groups and rules. Occasionally, issues may arise due to simple user error that can open
the gateway for a successful cyber-attack. At a minimum, define and enforce a policy to make all
users implement strong passwords, secure their credentials, and change them on a regular basis.
Additionally, IT administrators can establish or update user group policy objects (GPOs) to
ensure all users are aware and comply with these procedures.

Security Templates & Baselines
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Templates and baselines are commonly used in corporate environments. Use templates to load
groups of policies in one procedure. Microsoft has a Group Policy Settings Reference Guide for
Windows and Widows Server (Link:
) and a great reference for managing and deploying

Microsoft Windows 10 (Link:

). Additionally, adopt a Microsoft security baseline. A baseline is a group of Microsoft-
recommended configuration settings that explains their security impact based upon feedback
from Microsoft security engineering teams, product groups, partners, and customers (Link:

).

Microsoft Office Macros

Configure the Microsoft Office Macro settings to prevent uncontrolled macros from running.
This will significantly reduce the organization’s attack surface and improve the security of all
end-user workstations, regardless of operating system. Microsoft Office files can contain macros
built upon the Visual Basic for Applications (VBA) programming language. Normally, such
macros are designed to aid with automated tasks. However, malicious attackers can use social
engineering and phishing techniques to trick a user into opening a file that contains a scripted
attack within its embedded macros. As part of their Essential Eight elements to protect against
cyber-attacks, the Australian Cyber Security Centre (ACSC) recommends establishing policy and
procedures to protect against malicious macros.

Link:

Access Control

The fundamental use of accounts and passwords is the primary way that many organizations
allow access to the mobile devices, workstations, laptops, servers, applications, websites, and
cloud-based services. Because the simple combination of a user ID and a password often allows
a user access to systems and critical information throughout the organization, it is imperative
that policies and processes are in place to ensure that only authorized individuals have active
user accounts.

User accounts should only be granted the minimum amount of access (least privileged) that is
required for the individual to perform their required job function. By adopting a stance of least
privileged access, organizations can greatly reduce the risk of information being stolen, exposed,
or damaged. Defining the roles and responsibilities of each job function is a recommended
practice that can help to limit user rights and access to services and critical data.

In addition to the regular credentials assigned to individuals for everyday use, organizations will
also have administrative, or privileged, accounts that carry elevated access and enhanced
privileges to systems, applications, services, and information. These privileged accounts are
often assigned to systems administrators to use for managing and maintaining services
provided to both internal users and customers. In a Microsoft Windows Active Directory
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environment, these privileged users will likely be part of the Domain Administrators and Local
Administrators groups.

An MSP organization should take care with the provisioning and use of privileged accounts.
Privileged accounts with elevated access should not be used to perform daily activities that
require the use of email and internet browsing. Because hackers have demonstrated a consistent
and ongoing ability to obtain access to host systems inside the network boundary through
phishing, web browsing, and other email attacks, privileged accounts remain high-value targets
of compromise.

When securing user accounts, service accounts, and privileged accounts, it is critical for the MSP
organization to actively manage the lifecycle of user accounts from creation and daily use to
deletion. To minimize opportunities for attackers to leverage account credentials, consider the
following recommendations:

e Do not share accounts. Ensure that all accounts are associated with an identity or owner
with an active user, a privileged user, or a service account.

e Separate privileged accounts and limit their use for normal office productivity tasks.

e Do not share administrative or privileged accounts.

e Immediately disable employee or contractor account access upon termination.

e Monitor daily user activity for oddities, patterns, and trends.

e Audit logs for successful and failed login attempts for systems or services.

e Implement multi-factor authentication wherever possible.

e Enforce strong and complex password policies.

e Review privileged access assignments (at least annually) and document all changes.

Patch Operating Systems (OS)

Legacy systems running on operating systems that are no longer supported by the vender may
place the MSP organization at risk of compromise. At a minimum, the system administrators and
network personnel should ensure that all software is up-to-date, properly licensed, and fully
supported. Legacy systems should be carefully analyzed, and IT teams should commit to the
following:

e Create a comprehensive inventory of host systems.
e Invest in upgrades.
e Patch vulnerabilities regularly.

Vulnerabilities are frequently discovered in software programs, including the host operating
system. Once discovered, malicious individuals or groups quickly organize to take advantage of
the opportunity to exploit newly published vulnerabilities and attack computers and networks
with these weaknesses.

It is recommended to only run current, vendor-supported operating systems for which security
patches are made available in a regular and timely fashion. Upon their release by the vendor,
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available security patches should be tested and then applied to production systems on a
schedule appropriate to the severity of the risk they mitigate.

Many patches are assigned a risk score from by the National Vulnerability Database (NVD)
utilizing the Common Vulnerability Scoring System (CVSS). The CVSS is an open framework for
communicating the characteristics and severity of software vulnerabilities and providing a
recommend schedule for organizations to address patches deemed high or critical. It is
recommended to remediate or patch critical vulnerabilities within 48 hours of the initial
publication of the vulnerability alert and to address high vulnerabilities within 7 days. For critical
vulnerabilities that have a direct impact on the organization, be sure to prioritize the patching of
Internet-facing systems where public services are vulnerable.

Consider the following questions when assessing the risks that a newly published vulnerability
may pose to business operations and creating a patch schedule:

Likelihood of the Vulnerability Leading to Compromise

e Has a working exploit code been published and publicly known?
e Has an exploitation been publicly or privately observed?

Exposure of Existing Systems or Services

e Are the vulnerable systems or services Internet-accessible?

e Are the vulnerable systems or services open to all hosts on the internal network or open
to only specific, authorized hosts?

Context of the Vulnerability in the Form of an Attack against the Organization

e How severe does the vendor or the CERTSs rate the vulnerability?
e Is the attack complexity considered to be high or low?
e What kind of impact will result? (confidentiality, integrity, or availability)

e How difficult would it be for existing security solutions to detect an ongoing attack
exploiting the vulnerability?

e |s there protected, sensitive, or restricted data on the system?

Mitigation of the Vulnerability without an Available Patch from the Vendor

e Are there any verified workarounds or temporary solutions that can quickly be
implemented until a full patch release from the vendor can occur?

Understand that patching is an ongoing, recurring activity that will always need to be addressed.
Throughout the organization, IT systems and application owners should maintain a patch
management plan and coordinate activities with both business operations, technical
stakeholders, and possibly customers.
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Patch Applications

A robust security program that implements security processes into each phase of the software
development lifecycle can reduce the overall risk to the organization. Aspects of security should
be a concern at any of the development, testing, and implementation phases. By incorporating
security from the start of a software development lifecycle, major flaws in design, development,
and implementation can be identified and remediated early in the process, reducing risk and
cost to an organization in the future.

Vulnerabilities are frequently discovered in software programs, including the host operating
system. Once discovered, malicious individuals or groups quickly organize to take advantage of
the opportunity to exploit newly published vulnerabilities and attack computers and networks
with these weaknesses. Additionally, malicious actors can take advantage of vulnerabilities in
web-based applications by performing injection exploits—including buffer overflows, SQL
injection attacks, cross-site scripting, and click-jacking of code—to gain control over vulnerable
machines.

It is a core security best practice to only run current, vendor supported software applications for
which security patches are made available in a regular and timely fashion. Upon their release by
the vendor, available security patches should be properly tested and then applied to production
systems on a schedule appropriate to the severity of the risk they mitigate. Never test on
production systems.

Malware is short for malicious software and is an encompassing, catch-all term that describes
any malicious program or code that is harmful to systems.

Malware is the hostile, intrusive, and intentionally nasty software code that seeks to invade,
damage, or disable computers, computer systems, networks, tablets, and mobile devices, often
by taking partial control over a device's operations. Malware is designed to infiltrate, damage, or
obtain information from a computer system without the owner’s consent.

Terms associated with malware include the following:

e Computer Virus: A malicious piece of code that infects an existing file on a system and
gets propagated when the infected file is used or accessed.

e Worm: A malicious piece of code that, when executed, propagates itself and infects
multiple systems in a short space of time. Unlike a virus, a worm is an independent
program that does not rely on an existing file on a system.

e Trojan Horse: Malicious code that is hidden on a single system and does not replicate,
but can be as destructive as a virus or worm on a system.

e Spyware: Software designed to monitor a user’s actions and report this information to a
third party without consent of the user of the system. For example, a keylogger that
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reads keystrokes and sends this information to a third party with the intent to obtain
passwords and other sensitive information.

e Adware: Software that plays, displays, or downloads advertising material to a system
after software has been installed or while software is being used. This is not malicious
but is done without the user’s consent.

e Ransomware: A form of malware that locks users out of their device and/or encrypts
their files, then forces the user to pay a ransom to get them back.

Other types of cyberattacks include:

e Advanced Persistent Threats (APTs): Complex and coordinated attacks directed at a
specific entity.

e Backdoor: Regaining access to a compromised system by installing software.
e Brute Force Attack: Trying all possible combinations of passwords or encryption keys.

o Buffer Overflow: Forcing a program or process to store more data in a buffer
(temporary data storage area) than it was intended to hold.

e Cross-Site Scripting (XSS): Malicious code is injected into a website without being
validated or encoded and sent to a different user.

e Denial of Service (DoS) Attack: A single source floods a system with so many requests
that it becomes overwhelmed.

e Distributed Denial of Service (DDoS) Attack: Multiple sources flood a system with so
many requests that it becomes overwhelmed.

e Man-in-the-Middle Attack: An attack strategy in which the attacker intercepts the
communication stream between two parts of the victim system.

¢ Social Engineering: Any attempt to exploit social vulnerabilities to gain access to
information.

e Phishing: Email attack that attempts to convince a user that the originator is genuine.

e Spear Phishing: Social engineering techniques are used to masquerade as a trusted
party to obtain important information.

e Spoofing: Faking the sending address of a transmission.

e Structure Query Language (SQL) Injection: insertion or 'injection' of a SQL query via
the input data from the client to the application.

e Zero-Day Exploit: A vulnerability that is exploited before the software vendor is aware
of it.

If a system is infected with malware, the organization is likely to suffer from problems like slow
system response, malfunctioning systems, data loss, or hidden infection that goes unseen until it
causes harm elsewhere. Malware problems can largely be avoided by using any of the various
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means of protection available. It is recommended to look toward a vendor with an endpoint
protection platform that offers the following protection capabilities.

Anti-Malware Software
Detecting and disabling malware before it causes harm.

e Anti-Malware software must be kept up-to-date, with signature or data files updated
daily at a minimum. Updates may be achieved through automated updates or with a
centrally managed deployment.

e The software is configured to automatically scan files upon access. File scanning should
include when files are downloaded and opened and when they are accessed from a
network folder.

e The software can automatically scan web pages for malicious content and downloads
when sites are accessed through a web browser.

e The software can blacklist and prevent connections to malicious websites on the Internet
unless there is a clear, documented business need and the associated risk is understood
and accepted by the organization.

Application Whitelisting
Executing only software that is known to be worthy of trust.

e Only approved applications, restricted by code signing, can execute on host systems.
e Applications are approved prior to deploying them to host systems.

e IT and business operations should maintain a current list of approved applications.

e Restrict users from installing any unauthorized applications.

Application Sandboxing

Executing untrusted software in an environment that controls access to other data. All code of
unknown origin should be run in a sandbox environment to prevent and limit access to other
host resources unless explicit permission is granted by the user. This includes:

e Other sandboxed applications

e Data stores (documents, photos, files)

e Sensitive peripherals (mic, camera, USB attached items)
e Local network access

Host-based Firewall / IPS

Use a host-based firewall on devices that are used on untrusted networks, such as public Wi-Fi
hotspots. Host firewalls operate like boundary firewalls but only protect the single device on
which it is configured. Host firewalls offer a more tailored approach to policy rules and provide
the means to apply different policy rules to the device when it connects from different locations
(in the office, at a hotel or at coffee shop, etc.).
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Event Log Collection

A lack of security logging and analysis within an organization enables attackers to hide their
location and activities in the network. Organizations must collect, manage, and analyze event
logs to detect unusual, anomalous activities and to investigate security incidents. Without
security logs, it is difficult to understand what an attacker may have compromised and to
effectively respond to the security incident, even if the victim organization knows which systems
have been compromised.

Within many organizations, most breaches are not initially detected and may not be discovered
until several months after the initial attack. Often, breaches are only detected after it is
discovered that compromised sensitive information has been released or is for sale on the dark
web. Normally, when data is being exfiltrated from the system during an attack, the security staff
responsible for monitoring system logs would be alerted by some obvious indicators.

Event data is best collected and correlated from multiple sources and sensors, including:

e Syslog (no correlation)
e SIEM or MDR Solutions (correlation)
e Procedure or Policy on Log Settings for Different Sources

It is recommended to store the event log history in a secure location and to ensure that the logs
are stored for long enough to aid in forensics.

What to Log

When it comes to logging, no one size fits all solutions. Turning on too much can result in
"alarm fog” and legitimate attack notifications may get lost in the noise and go undetected.
However, OWASP and NIST offer guidance for security log management. They provide
recommendations for collecting, managing, and analyzing audit logs to tune the analysis and
better identify events that could help detect, understand, or recover from an ongoing cyber-
attack. OWASP recommends generating and collecting the following logs for analysis:

¢ Embedded instrumentation code
e Network firewalls
e Network and host intrusion detection systems (NIDS and HIDS)

e Closely related applications (e.g., filters built into web server software, web server URL
redirects/rewrites to scripted custom error pages and handlers)

e Application firewalls (e.g., filters, guards, XML gateways, database firewalls, web
application firewalls)

o Database applications (e.g., automatic audit trails, trigger-based actions)
e Reputation monitoring services (e.g., uptime or malware monitoring)

e Other applications (e.g., fraud monitoring, CRM)
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e Operating system (e.g., mobile platform)
Additionally, it is recommended to always log the following events:

e Input validation failures (e.g., protocol violations, unacceptable encodings, invalid
parameter names and values)

e Output validation failures (e.g., database record set mismatch, invalid data encoding)
e Authentication successes and failures

e Authorization (access control) failures

e Session management failures (e.g., cookie session identification value modification)

e Application errors and system events (e.g., syntax and runtime errors, connectivity
problems, performance issues, third party service error messages, file system errors, file
upload virus detection, configuration changes)

e Application and related systems startups, shutdowns, and logging initialization (starting,
stopping, or pausing)

It is recommended to regularly perform testing and validation activities to confirm that logging
policies, processes, and procedures are being followed at both the infrastructure and system
levels throughout the organization. Organizations should also periodically review the design of
the log management infrastructure and implement changes as needed. Periodic reviews of log
management processes and procedures should also be conducted so that log management
continues to be effective at detecting the latest threats in changing environments.

SEIM - Where to Log

For some organizations, log management can be hard to master. Obtaining logs from various IT
servers and systems can be taxing on the assigned workforce personnel. Additionally, having
processes in place to ensure that collected log data is accurate, holds the information required
to make informed decisions, or contains the data to alert on any suspicious activity can prove to
be even more difficult without the use of automation and specialized software.

The adoption of SIEM technology is the foundation to implementing an effective log
management program. While it may be possible to detect malicious behavior by analyzing raw
log data, a SIEM greatly reduces the amount of time and effort involved in analysis and can
increase the effectiveness of logs. A SIEM can easily perform a variety of actions that reduce the
amount of manual effort and can increase both the effectiveness of the logs and the overall
productivity of the workforce personnel assigned to the log analysis task.

SIEM software or appliances collect and aggregate log data generated throughout an
organization's technology infrastructure. This can include log data from host systems and
applications, network and security devices such as firewalls, and security tools. A SIEM can
normally perform many of the following tasks:

¢ Normalization of log data fields
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e Normalization of log time

e Event and Incident categorization

e Event notifications

e Alarm notifications when an event has occurred
e Automatic log collection

After a SIEM has been deployed, IT systems and security platforms capable of logging should be
configured to forward their logs to the SIEM. These logs include:

e Firewalls logs

e IDS/IPS systems logs
e Proxy logs

e System logs

Monitoring

With logs being collated and analysed by the SIEM, it is possible to start defining specific events
and alarms to alert staff of potential malicious activities. Automated alerts can be extremely
helpful. Additionally, having a knowledgeable, well-trained staff who can periodically review logs
and alerts to hunt for potential attacks may prove valuable to the organization. Assigned
workforce personnel should have a documented process for following up on any identified
incidents and workflows for configuring new event rules and alerts within the SIEM platform to
detect similar incidents in the future.

Implementing analysis techniques and workflows designed to customize alerts based upon what
normal network activity looks like can greatly assist with identifying a successful or an
unsuccessful attack. With a combination of the SIEM and talented personnel providing
monitoring, the organization may be able to proactively react to an in-progress cyber-attack
and stop it. This would place the organization in a much better position as opposed to that of a
case where data had been exfiltrated and exposed. The natural evolution for an organization
with enhanced monitoring capabilities is to mature and develop a proper incident response
program. The program should include documented plans, clearly defined roles, staff training,
executive management oversight, and other security measures designed to aid in the discovery
and effective containment of cyber-attacks.

Unfortunately, in most cases, the chance of a successful cyberattack is not “if” but "when.”
Responding to security incidents has become a normal part of the daily operations of many
organizations. This holds especially true for MSPs and their SMB customers. Even large, well-
funded enterprises barely keep