?wf CONNECTWISE THREAT ANALYSIS REPORT

SOC Action Report Date: Feb 25 2026

TRUE POSITIVE: Business Email Compromise & Data Exfiltration

Confirmed malicious activity targeting financial data and account integrity.

THREAT STATUS: MITIGATED ACTION REQUIRED: MANUAL CLEANUP VERIFIED

Executive Summary

Coordinated compromise has been detected acruzﬁ_.cam and _.cam. indicating a likely

Business Email Compromise (BEC) and data exfiltration campaign. The incident began with an impossible travel authentication
event between Tampa, FL, and London, UK. Shortly after, a hidden inbox rule named “Sync Errors® was created on

Lcom to silently forward financial emails 1D-ngail.cum. Automated playbooks

successfully severed threat actor access by disabling both accounts and revoking session tokens.

Recommendations & Actions Taken:

B Disable Users & Revoke Sassions: Playbook successiully invalidated refresh tokens and suspended sign-ins for bmh-

B Delete Suspicious Inbox Rule: Manually removed the "Sync Errors® forwarding rule frﬂm-com to halt data exfiltration.

B Block External Address: #.{Jded_@gn‘lajl.ctln‘l ta the glabal Exchange blocklist.

Attack Timeline

®  Impossible Travel Login Detected Feb 24 - 14:18:00
_r.r::n successfully authenticated from London, UK (B821632.43.1)

®  Automated Containment Triggered Feb 24 - 14:18:29
Account suspended and session tokens revoked for _.:.'r:nr-“

@ Malicious Inbox Rule Created Feb 25 - 89:15:39
'F}',"'l:' Frror-f.' forw arciimg nuke created on Compromised 3-\.:|'.-'3.:I"._l'_.:'!|'|'|

®  Manual Remediation Completed Feb 25 - @9:45:09

F.r'ﬂ","a:-Sll'.lf‘ removed the "Sync Errors” rule and updated the global blocklist.

Impact Assessment Affected Entities

Entity Detail Bassling P

-mm Sales Director 73.129.45.12
_l;um Finance Manager 73.119.45.88

Account Status SUSPENDED (2)

Data Exfiltration Risk MODERATE - RULE ACTIVE FOR 24H

Identity Impact M3E5 Sessions invalidated
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Detailed Threat Analysis Log
M365 Identity Login from Impossible Travel Location 12682+ 24T14: 18: 0
lL.com succassfully authenticated from an anomalaus IP in London, UK immediately after a standard baseline login from
Tampa, FL.
Ftizentanp went, act ion eias, sudit Uierld source. ip BOwrCE. [RO. COUNTry eI S, mudit hppl icationid

S0D6-02- 24T 14500 08 00T erLogpedin . SOE T3.138. 45,12 UAited STl (UMS-FL) LET 5ol - LaRS-4B74, ,
SUDE-02- 24 T14 51000 . el UiarLaggedin . SO B2.163.43.21 usiEed I!.I"h {GE- End.) LB 5oyl - LaES-4B04, . .

M365 Exchange Inbox Forwarding Rule Created

A hidden inbox rule named *Sync Errors® was created on ([ il}.com from a Netherlands 1P acaress (185

data externally
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Technical Details & Analysis

Indicators of Compromise (I0Cs)

B2. 11 (London WPH)

185.104.184 .12 (Nethérlands Pra
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MITRE ATT&CK® Mapping

Tactic Technique Sub-Technbgue Severity

Initial Access (TADGO Valid Accounts (TH07E) Cloud Accounts (TIO7E.004) MEDIUM

Collection [TAGGOS) Email Collection (Ti14) Emall Forwarding Fule (T1114.003) MEDIUM
Mitigation Actions Analyst Notes

M3B5 Account sign-ins suspended. “Canfirmed r,f.‘rh- no traved. Automated containment

verified. Manual Exchange cleanup performed -:;."I- 's mailbox
fo neutralize BEC data collection. Recommending hardware [oken
Giobal blocklist updated for attacker drop address. resets for both users.”

- -Smi[h. Senior S0C Analyst

Malicious Exchange ruba "Sync Errors® purged.
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